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sustained and enriched by corruption, criminal activity, and the
trafficking of natural resources. By helping to create consequences for
the major perpetrators and facilitators of atrocities and corruption,
Enough seeks to build leverage in support of peace and good
governance. Enough conducts research in conflict zones, engages
governments and the private sector on potential policy solutions, and
mobilizes public campaigns focused on peace, human rights, and
breaking the links between war and illicit profit.
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Economic sanctions provide financial and
diplomatic pressure to further U.S. foreign
policy goals and national security interests.
By targeting individual actors, economic
sectors, or an entire foreign government,
sanctions are an attractive alternative to
softer diplomatic options and drastic military
action for the U.S. government to act upon its
positions before the international community.
Because sanctions are a malleable tool that
can be tailored to specific situations, their use
has risen to address a wide range of issues,
such as the proliferation of weapons of mass
destruction, regional destabilization, terrorism,
the narcotics trade, corruption, and human
rights violations.

Sanctions against human rights abusers

have historically been more challenging to
implement due to the difficulty in obtaining
sufficient information to legally support such
cases, and a perception by some in the U.S.
government that sanction designations of
those involved in atrocities are ineffective. As
a result, the number of persons sanctioned

for human rights abuses is markedly lower
compared to those designated for their role in
terrorism, nuclear proliferation, or the narcotics
trade. In addition, resources are prioritized for
sanctions programs responding to what are
seen as presenting more of a clear and present
danger to the United States, such as Iran

and North Korea, than for those considered
ideological in nature and less threatening to
U.S. national security.

At the same time, human rights advocates are
often reluctant to call for sanctions in part due
to their potential unintended consequences,

particularly those created by comprehensive
embargoes, which prohibit U.S. persons

from almost all transactions with a targeted
country’s persons and entities. The complex
nature of many sanctions regimes also creates
a barrier for non-practitioners of sanctions law
to engage. Coupled with the U.S. government’s
lethargy in implementing and enforcing
human rights-related sanctions, this reality has
resulted in an underutilization of sanctions as
a tool in human rights strategies.

This paper seeks to bridge these gaps

by providing a resource for human rights
advocates and practitioners, both within and
outside the U.S. government, to understand
the fundamental principles of U.S. sanctions
and evaluate opportunities to engage in
sanction-specific advocacy strategies. The
paper explains the legal framework of U.S.
sanctions and the roles different agencies
play in administering sanctions programes. It
then discusses specific sanctions programs

or mechanisms that can be leveraged to
promote human rights abroad. These include:
(1) imposing targeted designations through
existing country programs, (2) targeting
international human rights violators using
Executive Order 13818, “Blocking the Property
of Persons Involved in Serious Human Rights
Abuse or Corruption,” (3) leveraging sectoral
and secondary sanctions for human rights
objectives, and (4) using sanctions authorities
to increase transparency requirements for
businesses engaged in areas with specific
human rights risks. Ultimately, this paper aims
to assist practitioners and advocates to utilize
sanctions more effectively to promote human
rights objectives.
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Economic sanctions are a set of measures
that center on prohibiting the financial and
trade relations with the sanctioned targets for
foreign policy or national security purposes.
U.S. policy-makers often view economic
sanctions as a high-impact and low-cost
foreign policy tool that can be used to
confront pressing national security and foreign
policy concerns.! As such, the U.S. government
has increasingly relied on the country’s
dominance in the international financial
system as leverage to disrupt illicit activity and
incentivize foreign governments, companies,
and other non-state actors to change their
behavior. Sanctions exert economic and
diplomatic pressure that illustrates policy
positions before the international community
by targeting specific individual actors, sectors
of a country’s economy, or an entire foreign
government.?

Economic sanctions have proven an attractive
alternative to softer diplomatic options

and covert action that could escalate into
conflict. Former Treasury secretary Jacob Lew
described sanctions as a “powerful force”
allowing the U.S. government to exert “smart
power for situations where diplomacy alone

is insufficient, but military force is not the
right response.” The United States now uses
sanctions to address a wide range of national
security issues, such as the proliferation

of weapons of mass destruction, regional
destabilization, terrorism, the narcotics trade,
corruption, and human rights violations.

Human rights advocates are often reluctant to
call for sanctions in part due to their potential
unintended negative consequences. Of
particular concern to human rights advocates
are the potential negative consequences
created by comprehensive embargoes,

which prohibit U.S. persons from almost all
transactions with the target country’s persons
and entities. In the most infamous case of

the human costs of economic sanctions,
multilateral sanctions against Iraq contributed
to a humanitarian crisis with malnutrition, lack
of medical supplies, and infrastructure failure.*
While Congress and the executive branch
have since taken additional steps to exempt
exports of food, medicine, and medical devices
from comprehensive sanctions regimes,®
international aid organizations often report
disruptions to their operations and challenges
to their humanitarian efforts. Risk-based
business decisions by financial institutions

can also impact organizations that provide
humanitarian services and can hamper
access to banking ser-vices in countries where
sanctions are in place.®

Concerns about these unintended negative
consequences have been explored through
academic research and case studies. Some
studies have shown that sanctions can harm
human welfare and bolster the sanctioned
government’s repressive capacity.” For
example, critics argue that rather than
creating pressure on those in power in a
targeted regime, sanctions can actually
benefit regime elites, who are more likely to
have privileged access to illicit smuggling
routes or the means to otherwise evade
sanctions. They may also enjoy economic
monopolies resulting from less competition
from foreign businesses.® Furthermore,
sanctions’ potential impact on economic
and political stability in the targeted country
may also become propaganda fodder for
the targets, as they are used to bolster the
legitimacy of anti-American regime ideologies
and provide further justification to repress
political dissidents. Additionally, sanctions
can provide governments with an excuse

to conceal economic mismanagement and
corruption, while the public bears the impact
of heightened resource scarcity and declining
livelihoods.®
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Nevertheless, when crafted and implemented
strategically, sanctions can be an effective tool
to respond to a wide range of human rights
issues. For example, congressional restrictions
on trade, investment, and lending by U.S.
companies in South Africa in the mid-1980s
are largely credited with creating economic
and political pressure that contributed to

the end of apartheid.© Targeted sanctions, in
particular, have been used more frequently

in recent years to impose costs for specific
actors while avoiding the potential unintended
consequences of comprehensive sanctions for
the general population.” Targeted sanctions
can be powerful in incentivizing a change in
behavior or disrupting illicit activity through
the designations of specific regime elites,

or their economic and political base of
support. These designations can also bolster
human rights advocacy by highlighting the
involvement of certain people or organizations
in abuses to the international community.

A number of civil society organizations have
advocated the use of targeted sanctions in

a wide range of situations involving human
rights issues. For example, after an escalation
in the repression of Syrian protesters in

April 201, Human Rights Watch called on
the international community to “impose
sanctions on those ordering the shooting of
protesters.””? As president Barack Obama’s
administration eased sanctions on Burma,
Human Rights Watch and the International
Corporate Accountability Roundtable (ICAR)
also advocated for retaining sanctions on gem
trade and military assistance, both of which
bolster the Burmese military and strengthen
its coercive capacity.® Similarly, while the
comprehensive sanctions program against Iran
is hotly debated, human rights organizations
commonly advocate for targeted sanctions
against Iranian regime officials implicated

in gross human rights violations.™ Finally, the
Enough Project has argued for the use of

diverse and “modernized” forms of sanctions
to address conflicts and corruption across East
and Central Africa.®

The imposition of financial prohibitions
through sanctions has become an important
and growing part of the foreign policy
landscape. Documenting crimes and
identifying perpetrators can provide the
political pressure and factual basis to
support sanctions designations. Calls for the
international community to “do something”
in response to violations often inspire
policymakers to impose sanctions, especially
given the public’s common perception of
sanctions as a tough response.®®

This paper is intended to help the human
rights community understand the fundamental
principles of U.S. sanctions and evaluate
opportunities to engage in sanction-specific
advocacy strategies. The paper will: 1) explain
the legal framework of U.S. sanctions and the
roles different agencies play in administering
sanctions programs; and 2) provide case
studies on current and recent programs to
demonstrate opportunities, successes, and
complexities in the use of this tool. By doing

so, this paper aims to assist practitioners

and advocates, both inside and outside the
U.S. government, to utilize sanctions more
effectively to promote human rights objectives.
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Sanctions are one of the many economic and
trade-related measures governments can
apply to support foreign policy and national
security objectives. The use of sanctions

is not unique to the United States. The
European Union and individual EU member
states maintain their own regulations for
arms embargoes, prohibitions on travel,

asset freezes, and trade restrictions.” In
practice, European countries have used these
authorities on a similar set of issues and areas
as the United States. However, they have
been less inclined than the United States to
adopt comprehensive embargoes, instead
focusing on specific individuals or types of
items (such as surveillance technologies). For
example, when the European Union imposed
sanctions against Belarus in response to the
repression of civil society and the democratic
opposition there, it targeted individuals
connected to President Alexander Lukashenko
and businesses that support his regime.®® The
EU Belarus sanctions program includes an
arms embargo, a ban on equipment transfers
for internal repression, travel restrictions,

and asset freezes. Australia, Canada, Japan,
and Singapore also maintain sanctions
regimes, and Iran and Russia use sanctions
as retaliatory measures. Because of the
interconnectivity of the international financial
system, like-minded governments often seek
to use multilateral sanctions to maximize their
impact and demonstrate solidarity in response
to world events.

U.S. sanction programs came into fruition in
response to a multitude of foreign policy and
national security concerns. Each program
may have different sets of objectives,
durations, scopes, stakeholders, and legal
authorities depending on the situation it
seeks to alleviate. Core to these programs
is a prohibition on U.S. persons dealing in
“all property and interests in property,”

or providing services and facilitating
transactions with the sanctioned persons.

These sanctions may be comprehensive or
targeted. Comprehensive sanctions programs
prohibit U.S. persons — including individuals,
corporations, partnerships, and other entities?®
— from conducting almost all transactions with
the targeted country’s persons and entities,
even when those persons are in a third country.
The U.S. embargo on Cuba is an example of a
comprehensive sanctions program.

Less commonly understood are targeted
sanctions, which are administered through
the Specially Designated Nationals and
Blocked Persons (SDN) list. Targeted sanctions
impose asset freezes, travel restrictions, and
restrictions on the receipt of U.S. financial
services for specific persons.?! Given the
expansive reach and dominance of the

U.S. economy and financial system, both
comprehensive and targeted sanctions can
effectively shut out the intended targets from
the international banking system and disrupt
basic business operations.?

In addition to sanctions, within the realm

of financial regulations and restrictions on
trade, the United States maintains other
authorities that are often used in conjunction
with sanctions to prosecute or deter crime.
These include anti-money laundering statutes,
export controls, restrictions on foreign aid,
and the Foreign Corrupt Practices Act (FCPA).
Such measures have often been used to
address human rights abuses. For example,
the United States maintains export controls
on instruments of torture and surveillance
technologies regardless of the destination
country.?® The FCPA, on the other hand,

has a limited and complicated history with
respect to human rights, but advocates have
attempted to use it in cases of extrajudicial
killings.?* This paper does not cover these
adjacent and often overlapping mechanisms,
instead focusing solely on the use of economic
sanctions as “sticks” in foreign affairs.
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Sanctions programs can be authorized either
by the president or Congress. More commonly,
sanctions are effectuated by the White

House through executive orders. Congress

has delegated certain general authorities to
the president, allowing the executive branch
to authorize sanctions through emergency
powers.?> More specifically, the International
Emergency Economic Powers Act (IEEPA) allows
the president to institute sanctions upon
declaring a national emergency with respect
to an “unusual and extraordinary threat ...

to the national security, foreign policy, or
economy of the United States.”?® The president
has fairly wide discretion in declaring that a
situation is an “unusual and extraordinary
threat” under the National Emergencies Act,
and courts give the president great deference
in making such decisions.?” Violations of
international humanitarian and human

rights law have been regarded by numerous
presidents to constitute an “unusual and
extraordinary threat” that justifies imposing
sanctions under IEEPA.28 Independent of
congressionally delegated powers, the
president can impose economic sanctions to
implement decisions of the United Nations
Security Council, which is generally required

by the United Nations Participation Act of
1945.2° In some countries, UN Security Council
decisions are automatically considered part of
domestic law. In the United States, this is not
the case, and domestic legal instruments must
be used to implement these measures.>°

Congress also has the power to encourage,
institute, and shape the implementation of
sanctions through legislation. For example,
the legislative branch often uses a “Sense
of Congress,” a form of concurrent resolution
that does not have the force of the law, to
press the administration to pursue certain
sanctions without binding the president. On
the other hand, as recent legislation related

to Iran and Russia has shown, Congress can
also explicitly develop sanctions targeting
criteria and/or name specific entities to be
sanctioned to more formally force presidential
action.® Further, Congress can impose
reporting rules that require the administration
to periodically provide information on the
implementation of sanctions programs, such
as which entities were designated. These
reporting requirements serve to put pressure
on the administration to continue to enforce
sanctions and provide strategic oversight into
the implementation of sanctions programs.

Sanctions programs evolve as circumstances
or socio-political situations change over
time. Many of the most well-known sanctions
programs are authorized by a combination of
congressional statutes and executive orders,
creating highly-complex legal structures
that involve multiple agencies or branches of
government. The underlying legal authority
for a particular sanctions program may

have implications for how the sanctions are
administered, altered, or terminated. For
example, easing or terminating sanctions
programs that were constructed through
both legislative and executive powers may
require both Congress and the president to
act. However, most congressional sanctions
include a provision that allows the president to
waive the sanctions under certain conditions,
usually if the president determines that such
a waiver is “in the national interests of the
United States.”*2 An executive order can
similarly amend, ease, or terminate sanctions
originating from an executive order.?

n
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The principal agency involved in administering
and enforcing economic sanctions programs

is the Department of Treasury’s (DOT) Office
of Foreign Assets Control (OFAC). Legislation

or executive orders that authorize sanctions
typically state overarching policy objectives
and lay out criteria for who or what are the
intended targets of the sanctions program.
Congressional sanctions generally place the
responsibility on the executive branch to
identify and designate persons. In consultation
with other federal agencies, OFAC implements
these sanctions by administering the listing
and delisting persons, maintaining licensing
programs, investigating possible sanctions
violations, levying civil penalties, and engaging
with financial institutions and other private
sector entities. In principle, OFAC is granted

a fair amount of agency discretion, with its
designation and delisting process often not
well understood and influenced by a diverse
set of considerations.

The Department of State (DOS) also plays

a critical role in the development and
implementation of sanctions, and multiple
offices within the DOS have related
responsibilities. The Office of Economic
Sanctions Policy and Implementation (SPI) in
the Bureau of Economic and Business Affairs
coordinates DOS’s policy and guidance

to OFAC on foreign policy considerations

for sanctions implementation, including
obtaining DOS concurrence for designations
and recommendations for OFAC licensing
decisions.®* This office also has some specific
sanctions designation responsibilities,
specifically with one element of the Iran
sanctions program. The Bureau of Economic
and Business Affairs and U.S. embassies
play a critical role, such as explaining U.S.
sanctions policy to foreign governments,
engaging with U.S. companies overseas

on business implications for sanctions, and
coordinating diplomatic engagement in
bilateral relationships to amplify the impact

of sanctions. Additionally, the Bureau of
Democracy, Human Rights, and Labor (DRL),
which is tasked with monitoring human

rights for DOS, also coordinates with SPI and
OFAC on relevant matters. Until recently,

the Coordinator for Sanctions Policy office
served as the central office within DOS to
coordinate and oversee DOS’s efforts on
sanctions-related matters.?® This office had
been instrumental in ensuring policy coherence
and effective implementation of sanctions
policy among various DOS offices and the
multilateralization of sanctions with allies

like the European Union, but was eliminated
by President Donald Trump’s administration

in 2017.3¢ The extent of influence that other
agencies and U.S. government stakeholders
hold within the administration of programs
can vary depending on the content of the
underlying legislative authorities, executive
orders, and statutory mandates. For example,
given its expertise in human rights, DRL plays
an important role within the DOS in engaging
with non-government organizations (NGOs) in
the Global Magnitsky program, which targets
corrupt officials and human rights abusers
around the world.?”

The dominance of the United States in the
international financial system and global
economy means that U.S. sanctions have a
wider reach than just touching on assets and
entities located within its jurisdiction. Under
most sanctions programs, it is not only illegal
for U.S. persons to directly transact with a
sanctioned person, but also to facilitate a
transaction. For example, banks acting as
intermediaries between U.S. persons and
sanctioned persons can also be held liable
for their role in providing financial services

or facilitating a transaction to or from a
sanctioned person.
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Even foreign companies can be held increasing willingness to pursue cases of
accountable for providing services or facilitation and circumvention against such
facilitating transactions on behalf of blocked foreign entities has created conditions where
persons if they have operations in a sanctioned companies outside of the United States
country and operations in the United States, often choose to “voluntarily comply” with
and if their employees in the United States U.S. sanctions by refusing to provide services
provide any support to the operations in the to designated persons because of concerns
sanctioned country.*® The U.S. government’s about potential sanctions exposure.

CASE STUDY

The case against Schlumberger Qilfield Holdings Ltd. (SOHL) illustrates how the U.S. government
can exert jurisdiction and hold a foreign company liable for U.S. sanctions violations through the
actions of the company’s U.S. employees.

Schlumberger Qilfield Holdings Ltd. (SOHL), a subsidiary of Schlumberger Ltd., is a foreign
company incorporated in the British Virgin Islands that provides oilfield services to numerous
countries. From 2004 to 2010, Drilling and Measurements (D&M), Schlumberger’s U.S.-based
business segment, provided systematic operational support to SOHL's business operations in
Sudan and Iran, including: (1) approving capital expenditure requests for SOHL's purchases, (2)
directing the transfer of equipment from non-sanctioned countries to Iran and Sudan, (3) making
and implementing decisions regarding the company’s operations in these two countries, and (4)
providing technical support for oilfield drilling equipment.®

The U.S. Department of Justice (DOJ) commenced a joint investigation with the Department of
Commerce in 2009, and subsequently charged SOHL with “knowingly and willfully” violating the
Iranian and Sudanese Transactions and Sanctions Regulations. In prosecuting SOHL, the DOJ
acknowledged that as a non-U.S. entity, SOHL is legally allowed to operate in Iran and Sudan so
long as its U.S. employees are not involved in these operations. SOHL, in this case, failed to “train
its employees adequately to ensure that all company U.S. persons, including non-U.S. citizens
who resided in the U.S. while employed by D&M, fully complied with (the company’s) policies and
procedures assuring compliance with U.S. economic sanctions.”*° In March 2015, SOHL pleaded
guilty and agreed to pay $232.7 million in criminal penalties. Additionally, the company was
placed under a three-year period of corporate probation where SOHL agreed to cooperate

with U.S. authorities and not engage in any felony violations of U.S. federal law, while its parent
company must hire an independent consultant to review the company’s internal sanctions policies,
procedures, and audit reports.*

13
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The process of engaging with OFAC to add

or remove persons from the SDN list can be
challenging for sanctions practitioners and
non-practitioners alike. There is little readily
available information on the criteria and
supporting evidence used in the designations,
other than a press release generally issued

on the day of a designation. In order to
support sanctions designations, OFAC must
provide information such as evidence that
details why the targeted person meets

the criteria for sanctions, such as his or her
government official status or engagement in
a sanctionable activity. Personal identifiers
such a full name, date and place of birth,
passport data, and nationality are also
required. The more identifying information, the
better. A primary concern for those reviewing
designation packages at OFAC and the DOJ
is to be able to defend these designations
against legal challenges in U.S. courts. In
reviewing agency decisions, courts apply the
“arbitrary and capricious” standard under

the Administrative Procedures Act, analyzing
whether the agency had reasonable basis

for its action.*2 This standard is “exceedingly
deferential” to the agencies.*® In addition,
courts have granted wide deference to OFAC
beyond standard practice due to the agency’s
role “in an area at the intersection of national
security, foreign policy, and administrative
law.”** OFAC designations may be supported
by classified or law enforcement sensitive
information, which can lend some opacity to
the more detailed examples of sanctionable
activity that formed the basis of an SDN’s
listing.*®

OFAC relies primarily on private sector
self-monitoring and reporting to ensure
compliance with the programs it administers.
Unlike other agencies such as the Department
of Commerce, which administers export
controls, OFAC generally does not have
enforcement officers based overseas other
than two offices at U.S. embassies in Colombia
and Mexico. U.S. persons must block or
“freeze” any property linked to an SDN and

report on that action within 10 days to OFAC.#®
If the transaction involves a person or entity
who is not specifically designated but is in a
country subject to comprehensive sanctions,
such as Cuba or Iran, it must be rejected and
the property returned to the originator.#

To monitor compliance with these rules,
OFAC has a substantial amount of power

to request information about sanctions-
related transactions through administrative
subpoenas.*®

OFAC may issue licenses to allow certain
activities and transactions that would
otherwise be prohibited by sanctions
regulations. Licenses can be specific or general
in terms of the scope of activity permitted
and otherwise tailored to the circumstances
of the case. While a specific license authorizes
a particular person or entity to engage in a
particular transaction or set of transactions,

a general license broadly allows certain types
of transactions, such as those related to
travel or the provision of legal services to an
SDN. Congress has imposed some limitations
on presidential authority and mandated

legal exemptions, including those that allow
for humanitarian trade and the import of
informational materials.*® General licenses are
often issued in the process of easing sanctions
to allow the U.S. government an opportunity
to provide temporary sanctions relief before

a final determination is made to terminate
sanctions permanently.>©

Sanctions programs are, in general, rigorously
enforced and carry substantial civil and
criminal penalties. Violations are a strict
liability offense, which means that the
enforcement authorities only need to prove
that a violation occurred.>? Most human rights-
related sanctions are authorized under |[EEPA,
which can carry civil penalties up to twice

the amount of the transaction or $289,238,
whichever is greater.>®* Any sanctions violations
may also be a criminal offense, subject to a
criminal penalty up to a million dollars and 20
years in prison.>*
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Faced with a complex and specialized set

of regulations with substantial repercussions
for violations, banks, companies, and others
often engage in “de-risking” to limit their
potential liability.> This practice cuts services
to entities that are perceived as high-risk
based on their proximity to sanctions or other
legal issues. This may create unintended and
counterproductive harms. For example, while
Somali sanctions are limited to the terrorist
group al-Shabaab and entities responsible
for the destabilization of the country, money
laundering and counterterrorism restrictions

Sanctions regimes provide the attractive
prospect of pressuring regimes that perpetrate
human rights abuses, especially in scenarios
where there is minimal leverage to change
behavior and where in-country accountability
is limited or non-existent. The commonly-held
theory is that sanctions create economic and
political costs for undesirable behaviors. This,
in turn, pushes the targeted individual, entity,
or government to shift its calculus, leading

to a reduction in problematic activities.
Sanctions-induced economic shortfalls may
also diminish the regime’s repressive capacity
and lead to elite defections, which can create
space for in-country opposition movements to
challenge the existing regime and potentially
force concessions. Human rights sanctions also
signal expectations from the international
community and ensure that human rights
concerns are addressed in the course of regime
change or political shift.

Additionally, sanctions provide a mechanism
to “name and shame” repressive actors.
Designations tend to be covered in the

have led banks to curtail transactions involving
Somalia.>® Ordinary Somalis were impacted

as they rely heavily on overseas remittances,
which constituted 23% of the country’s GDP in
2015.%” Additionally, individuals of nationalities
that are comprehensively sanctioned or

have similar names as those on the SDN list
frequently encounter unnecessary restrictions
due to financial institutions’ over-compliance.
As such, this potential impact should be taken
into consideration when advocating for the
imposition of sanctions.

international press, increasing attention to the
abuses and the roles of specific individuals.

In sanctioning Venezuelan President

Nicolas Maduro for a crackdown on political
institutions, Treasury Secretary Steven Mnuchin
stressed this argument, stating that the
punitive measures “highlight the high costs
and personal repercussions that enablers of
this regime could face if they continue their
reckless and undemocratic activities.”s® In
practice, however, sanctions rarely change
behavior directly or permanently. Instead,
when most effective, sanctions provide
leverage toward diplomatic and political
processes that can, in turn, bring about

more sustainable solutions bound by firmer
commitments.

Human rights sanctions have suffered from
weak implementation and enforcement
compared to those related to other priorities,
such as counterterrorism, nuclear proliferation,
and narcotics trafficking.>® OFAC has often
been criticized for its failure to include certain
key individuals who civil society groups believe

15
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deserve to be sanctioned, while rushing

to remove others without sufficient public
explanation.®® Particularly, when it comes
to human rights related sanctions, the SDN
list has not targeted business and political
networks comprehensively enough to create
sufficient financial and political pressure to
change their behavior.

For example, the Enough Project has reported
that U.S. sanctions against the Democratic
Republic of the Congo have achieved

some results but have thus far been largely
ineffective in tackling the kleptocracy and
related human rights abuses led by President
Joseph Kabila’s government. In 2016, sanctions
were used consistently over the course of the
year, by both the United States and European
Union, and contributed to President Kabila’s
agreement to commit to an election process.
Unfortunately, without consistent pressure or
a political and diplomatic process to ensure
adherence, President Kabila backtracked.®’

Another reason, at least historically, for

the relatively few number of human rights
designations may be OFAC’s lack of resources.
OFAC maintained 26 sanctions programs with
a budget of $117 million in 2016.52 Those funds
are insufficient to cover the growing use of
sanctions measures, including for the process
of designating targets for the SDN list, which
often requires intensive research and review.%®
As national security issues are often regarded
as more urgent and posing a greater threat
to U.S. interests, more resources are generally
allocated to implement and enforce sanctions
unrelated to human rights.®* This lack of
resources is further exacerbated with the
sidelining of diplomats at the DOS under the
Trump administration, causing many sanctions
experts to resign.®®

As such, those advocating for designations or
new sanctions programs need to be strategic.
As discussed below, the implementation of
Global Magnitsky, among other programs,
shows that strong sanctions action related

to human rights is still achievable.®®

Advocates should base their strategies on an
understanding of the context, the strength of
evidence, and nature of any sanctions program
relevant to the country or issue of concern.
Policymakers are more likely to act when there
are demands that could be communicated,
precedent exists, and outcomes could be
achieved through the designation.

The following sections describe specific
sanctions programs or mechanisms that
can be leveraged to promote human rights
abroad, with a focus on key lessons for
improving the effectiveness of strategies.

The promotion of democracy and human
rights has traditionally been an integral
component of U.S. foreign policy and national
security, and the U.S. government has long
used sanctions to respond to human rights
abuses. Although there are some variations
across programs, human rights sanctions are
usually mandated in the form of targeted
sanctions, rather than comprehensive
embargoes. The most commonly used
language states that “any person” determined
to be “responsible for or complicit in, or to have
engaged in, directly or indirectly ... human
rights abuses” may be added to the SDN list.®
The declaration of a national emergency
under the IEEPA, the statement of facts in an
executive order or relevant legislation provide
background on the objectives. These actions
and statements also provide context for how
the program is implemented by authorities.

Many sanctions programs relate to situations
where human rights abuses are implicated,
responding to abuses such as the repression of
religious minorities, crackdowns on protesters,
the dismantling of democratic institutions,
and censorship. Human rights, specifically
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civil and political rights, are referenced in
both comprehensive and targeted sanctions
regimes covering Belarus, Burundi, Central
African Republic, Cuba, Democratic Republic
of the Congo, Iran, North Korea, Russia,
Somalia, South Sudan, Sudan, Syria, Ukraine
(Crimeaq), Venezuela, and Zimbabwe 8

9 COUNTRIES AGAINST WHICH HUMAN RIGHTS
RELATED SANCTIONS ARE CURRENTLY IN PLACE
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BANNING FORCED LABOR PRODUCTS
THROUGH SANCTIONS

In advocating for SDN designations under
existing sanctions programs or the creation
of a new authority, it is particularly useful to
consider the desired results and opportunities
for changing behavior, aside from purely
punitive outcomes. Designations should
clearly communicate the expected changes
of behavior that could lead to the waiver

or removal of sanctions. Advocates should
also consider the context that human rights
violators operate within to find influence

over targets. There are often financial or
political entities that bolster the human rights
perpetrators, which can also be targeted.
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The case of Iran’s Islamic Republic of Iran Broadcasting (IRIB), which controls domestic radio and
television services, demonstrates that restrictions can help change behavior when there are clear
conditions associated with the imposition of sanctions.

The United States has maintained a comprehensive sanctions regime against Iran since the Islamic
Revolution that brought the current government to power, targeting the country for its pursuit of
weapons of mass destruction and its support for terrorism.”? As the perceived threats posed by Iran
increased, the sanctions regimes grew to cover other challenges, such as its destabilizing activities

in Irag. While the persecution of religious minorities and other human rights violations had long been
included in the reasons for sanctioning Iran, after the government’s brutal crackdown against protests
following the disputed election in June 2009, these new sanctions more frequently addressed human
rights violations and were actively used to designate large numbers of key figures involved in the
Iranian government’s repression.

In response to its role in the post-election crackdown, human rights organizations began to call for
sanctions against the IRIB. The IRIB has been pivotal to the Iranian government’s repression, including
through broadcasting propaganda against dissidents, airing forced confessions from political
prisoners, and inciting violence against minority groups. The IRIB has also been linked to Iran’s
practice of jamming the uplink of television satellites. Referred to as “uplink jamming,” this tactic
disrupts transmissions by effectively blinding the satellite to censor other Persian-language stations.

The European Union was the first to take measures against the IRIB, designating its director,
Ezzatollah Zarghami, in March 2012. The EU sanctions provided an official acknowledgement from
Western governments of the IRIB’s critical role in human rights violations. Later that year, the U.S.
Congress called for the imposition of sanctions against those entities responsible for Iran’s uplink
jamming.”? When the White House did not designate the IRIB, Congress again intervened months
later in the National Defense Authorization Act (NDAA) for Fiscal Year 2013.7# A Sense of Congress
resolution found that “Islamic Republic of Iran Broadcasting has contributed to the infringement of
individuals’ human rights by broadcasting forced televised confession and show trials.””> The NDAA
then specifically directed the president to designate Zarghami and the IRIB.”® In February 2013, both
were placed on the SDN list.””

The round of targeted sanctions led to the IRIB’s channels being removed from its main satellite
carriers, Intelsat and Eutelsat, because the owners were headquartered in the United States and
Europe, respectively. Since the sanctions imposed restrictions on providing services to the designated
entity, the companies could not enter into new contracts to distribute IRIB content. This interfered
with the Iranian government’s ability to use broadcast media as a tool to bolster its domestic and
foreign support.”®
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In an attempt to seek relief from the blockade, Iran lodged a complaint with the
International Telecommunications Satellite Organization (ITSO), the intergovernmental
organization that manages Intelsat’s operations. Iran alleged that the removal of IRIB
violated longstanding agreements that governed access to Intelsat.” Eventually, the United
States and Iran came to an agreement regarding the Iranian government’s practice of uplink
jamming. In return for Iran stopping this form of jamming, the United States would waive
sanctions, allowing Intelsat to provide the IRIB service.®®

The IRIB designation illustrates the power of sanctions when governments have leverage
over the target. The Iranian government relied on foreign satellites to reach its own citizens
and run foreign-language broadcasts to create soft power in strategic regions. The loss

of this propaganda capacity outweighed the value of completely censoring independent
media. The arrangement made through the ITSO has been criticized for being limited as
Iran pursued other tactics to jam satellites. The IRIB has also continued to broadcast hate
content or the forced confessions of political prisoners, which were provided by Congress as
the reason for the designation.®” However, Iran appears to have held to its side of the limited
agreement and has not been accused of uplink jamming since then.

These sanctions measures were able to achieve considerable success for several reasons.
Congress communicated a set of expectations within its designations that would shape
negotiations at the ITSO. Previous designations and designations by other countries that
maintain similar sanctions programs also provide useful examples, linking potential targets
to specific recognized harms and abusers. In a coordinated approach, the reasons provided
by the European Union for imposing sanctions directly mirrored those later listed in U.S.
congressional legislation targeting the IRIB. Advocates cited examples of designations of
state media elsewhere by the United States as precedent. Such multilateral approaches to
sanctions increased pressure. Finally, the removal from both Eutelsat and Intelsat due to EU
and U.S. sanctions cut the IRIB off from critical satellites without effective alternatives, which
in turn forced the IRIB into negotiations.



Differing from country-specific human rights
sanctions, the Global Magnitsky sanctions
program has a transnational mandate,
covering foreign persons anywhere outside
of the United States involved in serious
human rights abuse. The Global Magnitsky
sanctions provides a unique opportunity for
the U.S. government to pursue designations
globally where specific sanctions authorities
for a particular country do not exist, including
prospectively in countries where other
foreign policy interests limit the U.Ss broader
engagement on human rights concerns.

The original legislation that served as the
framework for the eventual Executive Order
originated from a limited sanctions program
targeting human rights abusers in Russia.

In December 2012, Congress passed a set

of sanctions targeting those involved in

the detention, abuse, and death of Sergei
Magnitsky, a Russian lawyer and auditor
who claimed to have uncovered wide-scale
corruption within the Russian government.®?
The sanctions also targeted others who have
violated the rights of human rights defenders
and anti-corruption advocates in Russia.
Magnitsky was perceived as successful in
interfering with the international lifestyle
and businesses of Russian officials and their
allies, which prompted stern reaction from the
Russian government.®®

Four years later, using the sanctions as

a model to confront other human rights
abusers, Congress expanded the program

to the global context with the Global
Magnitsky Human Rights Accountability
Act.®* As passed by Congress, the Global
Magnitsky Act covers any individual or entity
determined to be responsible for, or an agent
of one responsible for, “gross violations of
internationally recognized human rights”®s

U.S. SANCTIONS REGIMES & HUMAN RIGHTS ACCOUNTABILITY STRATEGIES

committed against human rights defenders
and whistleblowers in any foreign country.®®
The violation covered under the Act must be
performed “under the color of law” by entities
acting in a government capacity. Similar to the
Russia program, the Global Magnitsky Act also
targets government actors responsible for or
complicit in corruption.®”

Global Magnitsky is the first sanctions regime
to cover human rights issues globally. Notably,
in December 2017, the Trump administration
expanded the Global Magnitsky authorities
by issuing Executive Order 13818.8¢ The E.O.
allows OFAC to designate foreign persons
“responsible for, or complicit in, or (having)
directly or indirectly engaged in serious
human rights abuses... or corruption.”®® In
contrast, the Global Magnitsky Act, when
passed by Congress in December 2016, only
covered gross violations of internationally
recognized human rights.®® Moreover, while
the 2016 Global Magnitsky Act required the
human rights violation to be directed at either
whistleblowers or human rights defenders to
yield sanctions against the perpetrator, the
E.O. lifted this requirement.®! Finally, the new
language introduced by Section 1 (ii)(C) of

the E.O. means that OFAC no longer needs

to prove the targeted person has committed
serious human rights abuses, but merely that
they are part of an entity that has committed
such abuses. Any official or leader of an entity
proven to have committed serious human
rights abuses can therefore be subject to
sanctions.®?

This expanded authority was accompanied by
a significant group of sanctions that included
13 individuals listed in the annex to the E.O.
and 39 simultaneous OFAC designations of
two individuals and 37 entities — most of
whom were derivatives of the annex names. It
remains to be seen whether this authority will
be used to its full extent, but it is a potentially
major development in the architecture of
human rights-related financial pressures.
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One of the other unique aspects of the Global
Magnitsky program is its relatively open
consultation process. The statute directs the
president to consider credible information
from other countries and NGOs that monitor
violations of human rights when deciding
designations.?®> Additionally, the sources for
recommendations include joint submissions
by the chairperson and ranking member of
the foreign affairs and financial committees
of both houses of Congress. While under the
legislation, congressional recommendations
were intended to be mandatory. In a signing
statement, then president Obama asserted
the “discretion to decline to act on such
requests when appropriate.”®*

The Act provides clear instructions for

the U.S. government to consider outside
recommendations. The DOS and DOT
convened a roundtable with civil society
groups in May 2017. The organizations then
proposed designation targets and supporting
materials, summaries of which were made
public in September. Nevertheless, few of these
proposed targets were actually sanctioned.

As with other sanctions programs, the
administration maintains discretion to
selectively implement sanctions, and critics
may argue that the United States will avoid
sanctions where it is politically convenient.

In the context of the Russian Magnitsky

Act, many individuals suggested by civil
society groups have not been included

with no reasoning or justification provided.
The political implications of designations
further reinforce the importance of strong
documentation about human rights violations
and the role of potential designation targets,
in order to provide OFAC and the DOS with
clear evidence they can use.

The structural inclusion of Congress in the
designation process could provide some
independence in the implementation of the
Act, which is increasingly important due to
the current administration’s lower priority for

human rights issues. As importantly, the Global
Magnitsky Act has catalyzed civil society to

be more involved in sanctions programs and
fostered discussion around engaging OFAC

on other programs. This coordination and
discussions with the U.S. government have
provided both specific opportunities to pursue
sanctions and a template for further advocacy
for other authorities.

Other countries, including Canada® and

the United Kingdom,®® have passed or are
considering similar regulations, which will
increase the effectiveness of the U.S. Global
Magnitsky program by providing a multi-
jurisdictional approach to address these issues.

There are a number of emerging forms of
sanctions that, while initially deployed for
other purposes, can be adapted over time for
human rights purposes. These include sectoral
sanctions, which target entire economic
sectors determined to be a concern in a
particular country. This determination can
form the basis to identify entities within the
sector and add them to the SDN list. Unlike
traditional targeted sanctions, administered
through SDN designations, sectoral sanctions
allow the U.S. government to impose certain
defined measures, such as restricting financing
terms for projects in the sector, including
imposing limits on credit that banks can
extend to companies. For example, the U.S.
government has imposed sectoral sanctions
on Russia’s financial services, energy, mining,
and defense sectors through four executive
orders.”” Under these programs, U.S. persons
are prohibited from providing financing for and
dealing with new debt issued by entities that
have been identified to be operating in the
sanctioned sectors.®®
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The mechanism can be further extended to
specific sectors in countries that incur high
human rights risks. For example, the Enough
Project has called for sectoral sanctions
against South Sudan’s oil and construction
sectors, which are rife with corruption.®® The
Enough Project recommended that OFAC
develop sanctions measures that target

the worst actors for their corruption. At the
same time, these measures should include
transparency mechanisms, such as the
responsible investment reporting requirements
described below in this paper, to encourage
more responsible business behavior and ensure
that these sectors can continue to develop
and drive economic development that the
country urgently needs.'®®

Secondary sanctions are another type of
sanctions that have seen increased use

in recent years. Ordinarily, U.S. unilateral
sanctions apply only to U.S. companies and
citizens and those who are in the United
States. Secondary sanctions allow the U.S.
government to impose punitive measures
against foreign persons, usually financial
institutions, for engaging in business activities
abroad with a primary sanctions target.

Such sanctions preclude foreign firms from
simply taking the place of U.S. companies
prohibited from doing business under

the primary sanctions. Rather than face
designation or civil or criminal penalties, these
foreign firms can instead be restricted from
commercial activities such as maintaining U.S.
correspondent accounts or participating in U.S.
government contracts, which may ultimately
cause them to lose access to the U.S. market.™!

Secondary sanctions have been a critical
component of the sanctions regime targeting
Iran, and have been increasingly used against
foreign actors engaging with Russia and North
Korea. For example, in August 2017, Congress
passed the CAATSA, which mandates the
imposition of secondary sanctions on foreign
firms for a number of activities concerning
Russia, such as investing in certain crude

oil projects, being associated with Russia’s
defense or intelligence sectors, and knowingly
facilitating transactions on behalf of any
Russian person on the OFAC SDN list.™2

The Trump administration has similarly
imposed secondary sanctions on foreign
financial institutions doing business with

North Korea.®® In doing so, Treasury Secretary
Steven Mnuchin made clear the purpose of the
secondary sanctions, which is to put “foreign
financial institutions . . . on notice that, going
forward, they can choose to do business with
the United States or with North Korea, but not
both.”104

Secondary sanctions have in fact already been
applied for human rights objectives in the
form of divestment actions.®> For example,

in an attempt to pressure Sudan to end the
violence in Darfur, Congress passed the Sudan
Accountability and Divestment Act of 2007,10%
which authorized state and local governments
to divest their assets in U.S. or foreign
companies that operate in the oil, mineral
extraction, power production, and military
sectors in Sudan.” U.S. sanctions against
Burma also prohibited U.S. persons from
purchasing shares in any companies involved
in the “economic development of resources
located in Burma.”™®

In recent years, groups have been calling

for more directed secondary sanctions and
punitive measures to pressure foreign firms
providing a lifeline for repressive regimes
targeted by U.S. sanctions. For instance, the
Enough Project observed that Sudanese
banks were able to sustain U.S. comprehensive
sanctions mainly because they could obtain
services from other financial firms in G7 and
G20 countries. Continued access to the
international financial market allowed Omar
al-Bashir’s regime to “procure weapons

for use against the Sudanese people,
provide safe haven to terrorists or engage

in grand corruption.”® In order to impose
direct pressure for the third-party banks to
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disengage with the Bashir regime, the Enough
Project called on the U.S. government to
develop targeted punitive measures that cut
off their access to the U.S. financial market
and limit their ability to deal in foreign
exchanges.™

While human rights are frequently the impetus
for sanctions, other foreign policy prerogatives
can reduce or remove economic restrictions
when the human rights issues have not been
fully addressed. Faced with differing priorities,
sanctions have often appeared as a binary
solution — an entity is either designated or not.
However, the removal of a sanctions regime

in fact provides opportunities to continue to
impose accountability or encourage better
human rights outcomes, even when other
priorities motivate a policy change.

The Reporting Requirements on Responsible
Investment in Burma (Reporting Requirements)
demonstrate how the United States can lift
sanctions in countries while retaining some
leverage over key human rights issues by
imposing due diligence reporting requirements
on companies entering a newly opened
market. Although the Reporting Requirements
were terminated in October 2017 as the
Obama administration announced the
removal of most embargoes against Burma,
this regulation creates a useful precedent as
to how sanctions can encourage companies to
better respect human rights. The requirements
can be enforced when sanctions are being
eased, as an alternative to asset freezes and
visa bans, or as a strategy to complement
other embargo measures in programs such as
sectoral sanctions.™

As with other programs, Burma sanctions were
complicated, involving congressional and
presidential authorities covering a number

of different issues related to arms, trade,

and financial restrictions. After the Burmese
government began to reduce political controls
and open up to the international community,
the United States responded by walking

back sanctions targeting human rights
violations that had been in place for nearly
two decades.™ The Obama administration
claimed that it used these sanctions as
incremental leverage to reward positive steps
by the government, such as the release of
political prisoners and conducting a more
open election. Over the course of more than
four years, the White House removed or
waived certain provisions where permissible
to promote investment in the country.
Meanwhile, responding to concerns from
human rights organizations regarding weak
rule of law and continued human rights abuses
in Burma, the White House imposed reporting
requirements related to human rights for
companies entering the country.

To perform its duties to administer and enforce
sanctions, OFAC has wide authority to demand
information on transactions and entities under
its purview through administrative subpoenas
and other reporting requirements. In the case
of Burma, OFAC leveraged this authority

to institute general reporting requirements

for companies conducting transactions
pursuant to a general license issued in 2012
authorizing new investment to the country.™
The Reporting Requirements mandated
anyone who made new investments exceeding
$500,000 to provide information to the DOS.
This requirement included an overview of the
company’s operations in Burma, its policies
and assessments regarding human rights,
workers’ rights, corruption, and environmental
risk."™

The Reporting Requirements suffered from

a number of shortcomings. First, companies
were allowed to designate some information
as confidential by supplying the government
with a public and a private version of the
report. The existence of a threshold investment
amount also excluded many corporate actors



from reporting. Finally, compliance was
lackluster because OFAC failed to properly
enforce the requirements.

However, the Reporting Requirements
illustrate how existing authorities can create
leverage where further designations or
increased pressure is not feasible. Sanction
considerations will often be guided by political
expediency or foreign policy objectives,

which may lead to the premature removal

of designations or restrictions. The Reporting
Requirements show how the United States
can relax certain regimes while ensuring that
American companies engage positively in at-
risk situations and retain some leverage over
potential abusers. Although the Reporting
Requirements were terminated due to

the removal of Burma sanctions, since its
institution, civil society groups have advocated
for similar reporting standards to be applied
to other sanctions programs, both as they are
being eased but also as a tool that can be
used as an alternative to targeted pressures.™

U.S. SANCTIONS REGIMES & HUMAN RIGHTS ACCOUNTABILITY STRATEGIES
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Economic sanctions are an effective resource
to publicly repudiate and impose repercussions
for human rights abuses, providing leverage
in countries where accountability strategies
are otherwise limited. Historically, the
executive branch has been the most common
promulgator of sanctions. Human rights
issues in general have not appeared to be

a high priority for the Trump administration.
The delay in nominating political appointees
and ambassadors, and the consolidation

of special initiatives, further reduces the
capacity of the DOS to lead on sanctions

and advocate for human rights when there
are competing priorities. Moreover, OFAC’s
growing responsibilities and the increasing
complexity of sanctions regulations without
additional resources has prioritized national
security over human rights issues. These
factors further dampen the executive
branch’s capacity to pursue human rights-
related sanctions compared to previous
administrations. However, the recent Executive
Order and designations under the Global
Magnitsky program suggest there may be
space to push for strategic use of sanctions

to promote human rights abroad under this
administration.

In addition, Congress has shown a continued
willingness to lead a sanction policy on
human rights concerns despite of resistance
from the executive branch. If an authority
does not exist or has not been effectively
implemented, Congress has the power to
create new sanctions authorities or encourage
the administration to pursue designations.
Although successful legislation is typically
driven by media and topical events, and
condemnation of non-adversarial countries is
rare, Congress can put informal pressure on
the administration through a number of ways
outside of legislation. For example, Congress
can hold committee hearings, write letters

to federal agencies, and request reports on

implementation. Lawmakers have routinely
demonstrated a willingness to support human
rights sanctions, and have engaged on

issues such as the designation and delisting
of individuals and entities on the SDN list,
including with the Global Magnitsky Act.

By all indications, Congress and the White
House will continue to use sanctions to
address human rights concerns. There is an
ever-increasing number of programs that
cover more countries and issues, some of
which provide new opportunities to respond
to abuses in situations of lessened priority for
policymakers or where political expediency
constrains responses. To date, the 115th
Congress has already passed legislation
imposing more human rights-related sanctions
on Iran, North Korea, and Russia.™ It has

also introduced legislation or resolutions
encouraging sanctions related to civil and
political rights targeting Ethiopia,”” Hamas,"™
Hizballah,™ Hong Kong,?° Syria,?' Venezuela™?
and Vietnam,? as well as broader authority
for countries that persecute lesbian, gay,
bisexual, and transgender individuals and
communities.”* New trends in transnational
sanctions programs could provide leverage
that was previously unavailable. The Global
Magnitsky Act in particular, now implemented
by the issuance of E.O. 13818, provides a
program that could designate serious human
rights abusers in countries where the U.S.
government has other interests.

Despite the political challenges, sanctions
remain a potentially powerful but
underutilized tool. Human rights practitioners
and advocates should stay engaged
throughout the lifecycle of the creation,
implementation, and revocation of sanctions
regimes. Policymakers should also consider
the use of sanctions to achieve human

rights objectives. Ample legal grounds exist
under the current legal framework for more



administrative and law enforcement action.
In addition, the creation of authorities is also
an ideal time to ensure their appropriate
execution and provide assistance to
relevant agencies. As the Burma Reporting
Requirements demonstrate, even the end of
a sanctions program is an equally important
time for interventions. Sanctions regulations
can be effectively used to change rights-
harming behavior, or at the very least
ensure that U.S. persons do not contribute
to the deterioration of rights and to impose
accountability on those responsible for human
rights violations.
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