enough

The project to end genocide and crimes against humanity

By Brad Brooks-Rubin
June 2017

“We have no leverage.” “All of this leader’s money is parked elsewhere in Africa, in Dubai, or Europe.”
“Sanctions do not work.”

These are just a few of the views one often hears from observers of crises in Africa and, more worryingly,
senior U.S. and foreign diplomats assigned to try to resolve them. Through the Enough Project’s
engagement with these officials, my colleagues and | regularly encounter such opinions. It is increasingly
clear to us that there is a broad lack of familiarity with the array of tools that policymakers have at their
disposal to address seemingly intractable conflicts or murderous warlords. These tools have not been a
consistent part of the policy discussion concerning how to resolve crises, or when they have, the
institutional barriers to action have been too high. So it is no wonder those tools are often used
improperly, ineffectively, or not at all.

As investigations by The Sentry and related policy analysis by Enough demonstrate, the opposite is true:
the international community, and in particular the United States, possesses many options to exert
leverage that could impact the calculations, behavior, or material position of elites who drive large-scale
violence and their accomplices. The fact is that almost none of this leverage has been deployed, especially
in some of the direst cases, like South Sudan.

This paper summarizes more than 15 different options that can be used to change this dynamic: strategies
for the international community, especially the U.S. government, to exert leverage through use of
financial pressure tools and related diplomacy. These options are premised on four key findings from The
Sentry’s investigations:

e Key officials in East and Central Africa responsible for conflict and atrocities reap significant
financial benefits from their business dealings in multiple economic sectors and through work
with facilitators and enablers within the region and across the globe;?



e These officials work through interconnected business networks involving dozens of companies on
which they, their family members, and business proxies serve as shareholders and owners;?

e These companies and their business sectors operate largely in the U.S. dollar, which provides the
U.S. government with jurisdiction over many of the transactions;?

e The structure of these networks and their conduct of business in U.S. dollars resemble the
structures of the networks that the U.S. government and international community have dealt with
in responding to other threats, from Iran to Myanmar to narcotics trafficking.*

In light of these findings, and the urgency of the crises throughout East and Central Africa, the following
options should urgently be explored. Each tool must of course be adapted for the specific circumstances.
These tools must also be used not simply for their own sakes or to punish bad actors in a vacuum, but
with a clear connection to over-arching foreign policy strategies focused on achieving peace. Although it
is always preferable for the United States to act in concert with other countries or international
organizations, these are also tools that can—and should—be used unilaterally, if only to propel others to
join.

The existing approach to economic sanctions in most sub-Saharan African contexts has been to use asset
freezes and travel bans focused on a small list of individuals, with little regard to their financial
vulnerabilities or assets. This is almost guaranteed to be ineffective. Where sanctions are used effectively
and aggressively, they rely on modernized approaches such as:

1. Focus on network sanctions, not just individual asset freezes. For asset freeze sanctions to be
effective in contexts like Sudan, South Sudan, or Democratic Republic of Congo, once individual
targets are named, then “derivative” sanctions authorities must be used to designate networks,
including those providing material/financial assistance to targets as associates and facilitators, or
companies they own or control, whether in-country or internationally.® Future asset freeze
designations should focus only on targets where these derivative authorities can be used to attack
networks. Treasury’s designation on June 1, 2017, of Congolese Gen. Francois Olenga and one of
the companies he owns is a tentative but positive step in this direction.® Ownership/control
percentages required for designation should be set at 25 percent, in line with beneficial ownership
principles, rather than the current 50 percent level.’

2. Deploy sectoral sanctions. In most sub-Saharan African sanctions programs, the criteria for

designation focus on those responsible for specific types of bad acts and are often derived from
U.N. Security Council resolutions. In other programs, such as Russia/Ukraine and North Korea
where the U.S. has developed more unilateral approaches, sanctions have turned to targeting
those companies active in the key sectors that enable a regime’s activities.® These sanctions can
be used to target those engaging in completely legal business activities; the sanctions are imposed
because activities take place in economic sectors that have been captured by a regime or armed
group. Potential targets for sectoral sanctions include the oil sector in South Sudan or aspects of
the mining sector in Congo or the Central African Republic.



3. Explore secondary-type sanctions. Secondary sanctions directly pressure foreign financial
institutions that do business with actors engaging in business activities that the United States
identifies as the most concerning. In the Iran context, secondary sanctions focused on foreign
banks facilitating payments related to Iran’s nuclear weapons program.’ This model could be
applied, for example, to foreign banks facilitating Sudan’s weapons industry.

4. Use sanctions tools other than asset freezes. For any of the above sanctions measures, it is critical
that measures other than asset freezes and travel bans be used. These have become the default
approaches, and targets have proved they can develop countermeasures more rapidly than
authorities and banks can keep up. Other tools include the following, which have been used in
other sanctions contexts:

i Limiting the target’s ability to access financing/credit/debt of longer than 30 or 60 days

related to a specific sector of concern, such as oil or mining;*°

ii. Restricting the target’s ability to participate in U.S. government contracts, procurement,
or other programs;!!

iii. Prohibiting the target’s network from benefiting from funding via Overseas Private
Investment Corp. (OPIC) or Export-Import Bank (EXIM) of the United States, etc.;

iv. Prohibiting the target from receiving exports or re-exports of U.S. origin goods,
technology, or services;

V. Requiring public reporting from any U.S. persons doing business with the specific target
or sector, specifically to ensure appropriate due diligence is being exercised;*?

vi. Prohibiting the use of correspondent banking services for the target, or particular types
of financial transactions.

When corrupt leaders or their business associates take bribes or otherwise divert public funds into their
private accounts, then place those funds in the formal banking system, and use them to conduct
transactions such as real estate purchases, that is money laundering. Specifically, it is laundering the
proceeds of corruption.’® The Sentry’s research shows this occurring across South Sudan, Sudan, and
Congo, usually routing through neighboring countries, largely in U.S. dollars. Measures that can be taken
to address this focus on the conduct, rather than the target, such as:

1. FinCEN and other FIU Advisory/Investigative steps. The U.S. Financial Crimes Enforcement
Network (FinCEN), which acts as the U.S. financial intelligence unit (FIU), can take a number of
steps both to gather information about potential money laundering emanating from South Sudan,
as well as to provide warnings, in the form of Advisories, to financial institutions about the
patterns this money laundering activity takes.}* The investigative steps taken by FinCEN are
normally done privately with banks and other governments, such as through a request made
pursuant to Section 314(a) of the Patriot Act,’® while an Advisory is typically public and designed
to prompt more reporting from banks about suspicious activities they may not have otherwise
detected. Foreign FIUs, particularly in Europe, each have different legal mechanisms but most
have the ability to request materials from banks and issue public statements.




2. Special Measures pursuant to Section 311 of the Patriot Act. Should FinCEN develop sufficient
evidence, it can issue a finding that declares a “primary money laundering concern.”*® To date,
this has only ever been used against countries and specific institutions, but the authority is
capable of being deployed against specific classes of transactions, particular accounts, etc.’” Once
a primary money laundering concern is declared, FinCEN then can require the use of one or more
of five special measures, but only Special Measure 5 (requiring the termination of all
correspondent banking relationships) has ever been used.!® The other special measures could be
used to simply require more due diligence or broader recordkeeping.

3. Establish a 314(b) process for sharing among banks. This section of the Patriot Act allows banks
to share information with one another that would otherwise be restricted. Given the likelihood
that information about money laundering related to East and Central Africa involves transactions
transiting many banks, this would enable banks to develop information through cooperation.®®

The Financial Action Task Force (FATF) is the multilateral body responsible for developing global standards
for combating money laundering and threat finance as well as evaluating member state compliance with
those standards.?® There are several regional organizations, known as FATF-Style Regional Bodies (FSRBs),
that concentrate on these issues in localized contexts. The Eastern and Southern Africa Anti-Money
Laundering Group (ESAAMLG)?! is the most relevant such body for East and Central Africa, though several
FSRBs are relevant to the work. Options related to AML issues on this level include:

1. Raise Concerns within FATF. The laundering of corruption’s proceeds from East and Central Africa
into the international financial system has not specifically been on FATF’s agenda as a particular
threat, and it is not a traditional issue to be raised in the body. But given the dire nature of the
situations in South Sudan and Congo and the role of money laundering in perpetuating these
crises, the United States and other delegations could raise the issue in their bilateral meetings
with key governments and seek to ensure the issue is added to the FATF agenda over time,
through the work done by FATF on corruption.?

2. Raise concerns about South Sudan and AML within ESAAMLG. In addition to FATF, the U.S.
delegation to ESAAMLG could also raise concerns about South Sudan in future meetings, including
inviting experts to present to members on the patterns of money laundering detected to date.

3. Highlight corruption as a concern for Mutual Evaluations, such as for Kenya and Uganda. The
“mutual evaluation” process is the means through which the AML systems developed and
implemented by FATF members are assessed.?® Countries with weak AML systems are placed on
specific FATF lists, subject to Advisories by FInCEN and other FIUs, and face additional due
diligence by financial institutions.?* The U.S. and other governments should ensure that
assessment teams for facilitating countries such as Kenya, which could see its next mutual
evaluation in 2018, focus on money laundering from South Sudan during these processes.
Uganda’s mutual evaluation from 2016 revealed a number of deficiencies; Uganda could be




encouraged to act against illicit South Sudanese assets as a means of demonstrating progress in
tightening its system.

The measures discussed above are direct actions, whether pursuant to a specific legal authority or the
general activities of a specific agency or body. The U.S. Departments of the Treasury and State, as well as
other governments, should also use public diplomacy pressures that have been deployed effectively in
other contexts to raise awareness and help deter economic engagement with individuals, entities, sectors,
and even countries of concern. These pressures include:

1. Demarches by State and Treasury officials that remind facilitating governments of the way in
which they are risking their substantial investments in their banking and commercial sectors. For
example, Kenya’s focus on its banking sector is at risk the more it permits illicit South Sudanese
activity to continue. Should global banks start to become concerned or even withdraw, and the
U.S. dollar becomes less accessible, these investments could fail;

2. Public statements and press releases by U.S. officials that raise concerns about these issues,
focusing attention on the need for banks and regional actors to address them. ?* Because this has
not been a U.S. government focus in the past, banks will notice the new attention;

3. Convening of banks to review specific concerns and remind them of the risks to their institutions
from these threats. The meeting should be followed with a press release aimed at attracting the
attention of other banks;

4. Convening of commodities traders and natural resources firms, along with a press release, to
highlight the risks posed by these sectors in the region, the possible penalties they face for
connections to illicit activity, and the importance of identifying responsible channels for
investment;

5. Establishment of an interagency Task Force on the Licit and lllicit Economy of East and Central
Africa that identifies individuals, entities, and sectors of concern, and also develops research on
mechanisms for responsible investment;?

6. Technical assistance through Treasury to help regional governments improve their AML detection
and enforcement efforts.

The principal downside to any of these actions is the potential for broader “de-risking” by global banks,
which may decide that the compliance costs, and possible penalties for even unintentional mistakes,
associated with providing any banking services at all connected to the region may become too great when
compared to the potential profits.?” Banks that make this calculation and close down business services for
this reason are said to be “de-risking.”?®



There is no specific step that can prevent de-risking. Any of the actions taken above should come with a
clear message from the U.S. government that the concerns are limited to specific networks and patterns
of conduct, encouraging banks to ensure that people in the region have access to capital and banking for
legitimate purposes.?

When the measures above and those like them are deployed in a thoughtful and coordinated strategy
designed to support clear foreign policy objectives, the United States and broader international
community can finally demonstrate to violent kleptocrats and warlords bent on violence and corruption
that leverage exists to stop them. And that the leverage will be used until it can successfully redirect
incentive structures toward peace, human rights, and good governance.
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